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tHe8: 2021 IBM Ponemon Cost of A Data Breach Report
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1 2021 IBM Ponemon Cost of a Data Breach
2 Health Plans Struggle with HIPAA Compliance, Unprepared for Audit: https://healthitsecurity.com/news/

health-plans-struggle-with-hipaa-compliance-unprepared-for-audit

3 https://www.cisecurity.org/blog/data-breaches-in-the-healthcare-sector/
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healthcare-systems-run-outdated-software

5 WannaCry Ransomware Targeted Outdated HIT Infrastructure: https://hitinfrastructure.com/news/

wannacry-ransomware-targeted-outdated-hit-infrastructure

6 German hospital hacked, patient taken to another city dies: https://www.nbcnews.com/tech/security/
german-hospital-hacked-patient-taken-another-city-dies-rcna125
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7 https://www.dataguidance.com/opinion/international-vaccine-passports-and-privacy-concerns
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8 https://www.healthcareitnews.com/news/sound-security-practices-key-fulfilling-telehealths-promise-
study-shows

9 https://www.healthcareitnews.com/news/telehealth-biggest-threat-healthcare-cybersecurity-says-report
10 https://www.forbes.com/sites/louiscolumbus/2019/10/20/5-strategies-healthcare-providers-are-using-
to-secure-networks/?sh=4f92688b4b40

11 https://healthtechmagazine.net/article/2021/02/how-keep-telehealth-secure

12 HIPAA Journal https://www.hipaajournal.com/2020-healthcare-data-breach-report-us/
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13 Journal of the American Medical Association, Assessment of Employee Susceptibility to Phishing Attacks at
US Health Care Institutions, 2019: https://jamanetwork.com/journals/jamanetworkopen/fullarticle/2727270
14_https://securityboulevard.com/2020/10/security-awareness-training-how-often-should-your-employees-
get-retrained/

15 Healthcare Organisations Facing Higher Insurance Costs for Less Coverage: https://www.hipaajournal.

com/healthcare-organizations-facing-higher-cyber-insurance-costs-for-less-coverage/
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16 HIPAA Compliance Checklist: https://www.hipaajournal.com/hipaa-compliance-checklist/
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